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Chrome JI 5E 23t A=475E HTTPS 4 &/ ik OB EE LI AL AR WL 20 I2hE
T, ANEEEBE—TUEE Nginx BBE HTTPS RSS:S, itECIhALE [R50 .

iNginx B2& HTTPS

Nginx Eo& HTTPS HAEZ, ETEEMNTIRE: TEE =5 SSL iEt$H M k&
HTTPS

H BB =HA{S1ERY SSL 1IEH
*F SSL if$H

BX SSL INMAR NS REEBRNEH EZ =N —ERER (SSL/TLSTH I T

BOREIAY  (http://www.ruanyifeng.com/blog/2014/02/ssl_tls.html) .

SSL IEBEEEMIINEE: MBS, BEFEWXE, thERHER, BIHE=75 SSL ik
TR, EIUAIENE=7 SSL IEFHMANME FE/LT:

wifk SSL IR SERE =AM

StartCom (https://www.startssl.com/) 5 _EAY SSL IEPBHLATLHH:

o IERHI: EV(Extended Validation). OV(Organization Validation)
o NALFI: IV(Identity Validation)., DV (Domain Validation)

Heh EV, OV, IV EETE


https://github.com/mihanX
https://zh.wikipedia.org/wiki/%E5%82%B3%E8%BC%B8%E5%B1%A4%E5%AE%89%E5%85%A8%E5%8D%94%E8%AD%B0
http://www.ruanyifeng.com/blog/2014/02/ssl_tls.html
https://www.startssl.com/
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REMNIEBLEINERB—RREERE, FERBMARIR, TEEERNILNEIEM, (NERNER
EEEENER, BT ANIGSIEREERMIL, BT R50IE2 B XA KR SSL IEHE
ZWEIIMSFEVENIGEAE, Ft@ZEEFSBERIERAESHEREABZFRAY OV SSL IEHEL
RIFREEERANN. EREZEMI= BEEEMIIM=BRB A2 EV SSLIEH, #iF&
StarCom HyEiEF=—4F:

llll'jStarCom

BEZXFWE SSL IEBNE: SSL IEFARSS, AZFEMZEAN? . DV&EESSLIEP

(http://freessl.wosign.com/freessl)

{§F OpenSSL AL SSL Key #1 CSR X4

BoE HTTPS ZAZIFALH example.key X{4H] example.crt iFH X4, BHIFIEP XU IRER
Z| example.csr X1, OpenSSL @< A A% R example.key X{4F1 example.csr IEP X1,

e CSR: Cerificate Signing Request, IEBEEBBEARXYE, EEESHIBFEEN
DN (Distinguished Name, #RiRE) MAHER, EE=AIEPMETNEEZIERHOINMES
ERME, IERMENMEER CSR BEREMRIEBMAEINERHITMEHER CRT iIEHBX
%, EEESIEPNREENKBRIEEN DN RAHER

o Key: IERHRIBENEXH, FEBEAENLHARXER, £ HTTPS MEF) BIIREEE
FERNPAERBERPIRARNETIER AAMBNBIEER, & HTTPS iZENIEIESE
BENE, EEE HTTPS MIFRERE

{£A OpenSSl ap LA AER ST HBIE R4 example.key 1 example.csr X f4:

1 openssl req -new -newkey rsa:2048 -sha256 -nodes -out example_com.csr -keyout example_com.

e C: Country , BAFIEER, ARMURNERES, : CN HMEHFE

o ST FEg: State/Province , BUFTTEMENE

e L FER: Locality, BAIFAEW™T / HEKX

e O FE%: Organization , LIILAIEANIZFR;

e OU FE&: Organization Unit, TEHINZMBEERTEREMIEFEXER, MEFHE
B BT mB RS MK R RS NITNE S,

e CN FE&: Common Name , Muha9EZ:;


https://www.startssl.com/
https://www.zhihu.com/question/19578422
http://freessl.wosign.com/freessl

R csr XfHfE, Rfita CA M, BEMINGE, MEEE—1E example.crt IEHHF, SSL iE
PXHIRERE, MAIUTE Nginx EBEEXHFREE HTTPS 7,

BcE HTTPS

==

ERFE HTTPS R, EERESH(EEH(server block), hIUFALIFHS listen B9 ssl &
HE X RSZBIEP AR, N TAm:

1 server {

2 #ss1 5%

5 listen 443 ssl;

4 server_name example.com;

5 #HIEPH X4

6 ssl _certificate example.com.crt;
7 #T0EAS

8 ssl _certificate key example.com.key;
9 ssl_protocols TLSv1l TLSv1.1 TLSv1.2;
10 ssl_ciphers HIGH: !'aNULL: !'MD5;
11 #...

12 3

IEBXH RN AR EXIEEERIIRSSNERR, LWHAXHFENLREEE, MIxHF
BEEE—ESRRFIF B FZXXH, FHIRIE Nginx EHERFERR,

A At E TS HNE S XA ERAE—EXXHH, WTEER:

1 ssl_certificate www . example.com.cert;

2 ssl_certificate_key www.example.com.cert;

XMERT, B XEAIREEN R AZ AR, (NEERMMBERER—TXHE, E
R RBIUBEWRIEZENEFin

1% ssl_protocols # ssl_ciphers BILAFRFRHIZEZREE SSL/TLS AYMGRARAF]
85, BMAEWT:

1 ssl_protocols TLSvl TLSv1l.1 TLSv1.2;
2 ssl_ciphers HIGH: !aNULL: !MD5;

BT XM NRIMEEL T/ URNRE TR, AUAZNEMEEN, FIFEFEIINE X
8, WEX D-H &&:



1 #{ERADHX 4

2 ssl_dhparam /etc/ssl/certs/dhparam.pem;

3 ssl_protocols TLSvl TLSv1l.1 TLSvl1l.2;

4 #EXEE

5 ssl_ciphers "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM EECDH+ECDSA+SHA384 EECDH+ECDSA+SHA256 EE
6 #...

HTTPSARSZ 2341t

B> CPU zEE

SSL HIE(TIH HBEERIM CPU 8, —BSHRBRASRIET SN TE#Rworker
processes (http://nginx.org/en/docs/ngx_core_module.htmltworker_processes) ), HIENEA /DT HA]
FARY CPU #%%1, SSL @iflidiE MEF. MERNEESRSA CPU &R, AR TN AERBUED
BEEFENCESE:

o HE keepalive (http://nginx.org/en/docs/http/ngx_http_core_module.html#tkeepalive_timeout) ﬁﬁ}%,

— T ERREEZSTIER

o 5 SSL RIESH, EMHTHRNERNFEBEHITZIX SSL MEF

XEMESFEE— SSL RIEEFEH, B &< ssl_session_cache B &, AU FEEEE
MeEHRE, REFNAERIHE HEF1 MEEMAN seesion id EEWARSIHEY session
cathe(WIRRSZIHIZTEBIIE), Bt TEF1 MER.

M HSBEFARES 4000 BAE1E, KINNWEFBIIITERN 5 28, TbOETER
ssl_session_timeout R IREEFEMNITE, THE—ERE I0M HESIEEFNZZASM
HECE I F

1 worker_ processes auto;

2

3 http {

4 #EEBEHSRREF A

5 ssl_session_cache shared:SSL:10m;
6 #EC B R 1EBAT AT 8]

7 ssl_session_timeout 10m;

8

9 server {

10 listen 443 ssl;

11 server_name www . example.com;
12 HRBERKER

13 keepalive timeout 70;

14

15 ssl _certificate www . example.com.crt;


http://nginx.org/en/docs/ngx_core_module.html#worker_processes
http://nginx.org/en/docs/http/ngx_http_core_module.html#keepalive_timeout
https://nginx.org/en/docs/http/ngx_http_ssl_module.html#ssl_session_cache
https://nginx.org/en/docs/http/ngx_http_ssl_module.html#ssl_session_timeout

16 ssl_certificate_key www.example.com.key;

17 ssl_protocols TLSv1l TLSv1l.1 TLSv1.2;
18 ssl_ciphers HIGH: !'aNULL: IMD5;
19 #.o..

£/ HSTS RESEHIN S3ER HTTPS iz

HSTS — HTTP Strict Transport Security, HTTPEi&{EMEZE. EAE—D HTTPS MubEK
WinZE BB HTTPS ¥Kihln, XESFRGEETEARPSRSHFENIREFEZE . ENEEUK
BERBHTHENREME,

REFE Nginx BEEEXHIN LU T KEEMAIMNT

1 add_header Strict-Transport-Security '"max-age=31536000; includeSubDomains;preload" always;

e max-age: REBNATEIARGIER HTTPS &%

e includeSubDomains: FJi&, ATAEFIEHER 4K

o preload: A&, IENEIE, ATFENXIER THSTS fnn#sIR,

o always: FIE, {RIEFTBNINEB&LIELNTN L, BIESMNEEIRIDA

HEFP##1T HTTPS &Eg09R, RSB/ KIE—" Strict-Transport—Security lmiz=k :

le.STS Header

JJBC%%T%'%HXEH@F\“%F £ max-age RIRTE)A, WFRIBER HTTP EZ, MET 307 BiE
sEH{ER HTTPS #1TEE, HZREENMHZIRE (W 301 EE@BFE) -

#IHSTS

307 Bk&E Non-Authoritative—-Reason MRz sk



X ' Headers | Preview Response Timing

Vv General

Request URL: http://missoy.me/
Request Method: GET
Status Code: ¢’ 307 Internal Redirect

¥ Response Headers

Location: https://missoy.me/
Non-Authoritative-Reason: HSTS

Google HSTS Fin#i5I%& (HSTS Preload List)

AT HSTS FEERFZIT—/XEZEM HTTPS &EZE7 &7 max—age RIBTBINAERR, EILL
HSTS SREEHARBESES=FHIE HTTP =iE403F (HTTP session hijacking)
(https://github.com/astaxie/build-web—application-with—golang/blob/master/zh/06.4.md) , £ FTEXLER

TR FERNITRIRIRE:

o MAKRIAETHIR G

o ITHAERIBRIFRG

o ITHAE RN bids

o {ERFRAYN DTS

o FRATHNIRE (FA)

o MBR TN TREF

o ITHAR BT EWiIEE max-age T HA

HXMIENR, Google #4° T—f THSTS Fim#sI&Rs , JIREGBE TERT HSTS MihR
FEBRMFEHR, FJNEIA THERIBMA:

https://hstspreload.appspot.com/. (https://hstspreload.appspot.com/.)

FIEMNIMES AR R 2R REa RN, — RSN IEEFIRIENIL = EENFEEEeEET
HTTPS %3, HTTPS fl HTTP B2 B2 A STS Header HER, BEWIEE, SIiHRHBIA—
LERRFSE, WITE:


https://github.com/astaxie/build-web-application-with-golang/blob/master/zh/06.4.md
https://hstspreload.appspot.com/

Enter a domain for the HSTS preload list:

missoy.me

Check status and eligibility

Status: missoy.me is not preloaded.
Eligibility: missoy.me is eligible for the HSTS preload list.

Submit

| am the site owner of missoy.me or have their permission to
preload HSTS.

nt. Please contact

hstspreload@chromium.org to let us know.)

| understand that preloading missoy .me through this form will
prevent all subdomains and nested subdomains from being
accessed without a valid HTTPS certificate:
* . missoy.me

*,% missoy.me

Submit missoy.me to the HSTS preload list

SRIANRRE, MEERGBRE:



Enter a domain for the HSTS preload list:

missoy.me

Check status and eligibility

Status: missoy.me is pending submission to the preload list.

FIFENE, JIRANERBEWEHERN TR, SNT[REMRAEE, REHTFIIRAR
R, WRB[BRIBRAAE HTTP ERMBMER HTTPS, BMEXMET HSTS 188,

AIINTE TEAMNEES BIZER Chrome F Firfox B9 FHSTS fimN#EyIRs RS

The Chromium Projects — HTTP Strict Transport Security (https://www.chromium.org/hsts)

Firefox HSTS preload list — nsSTSPreloadList.inc (https://dxr.mozilla.org/comm-

central/source/mozilla/security/manager/ssl/nsSTSPreloadList.inc)

FEIENZ:

o —HIEHCHIARBIMA THSTS fimEs IRy , HREAEMIIRPERR, EANRBERILE
ENR I URRBER, BIfE Chrome RIEBERNBRLE, BEEEIHEMAIKR,
IRBIRRE, AFERMONRBREEBMRGTBINE (BEA—ESRIERR)

o FMEREEBRILBN-FEEERFERSEE R LE

R, MRECHRFHBLBALERS, NREZHILES, XREREZIHZEEENAE HTTPS
MR, MBIZEHIBT .

BEZXT HSTS B &R ZE:

{HTTP Strict Transport Security (HSTS) and NGINX) (https://www.nginx.com/blog/http-strict—

transport-security—hsts—and-nginx/)

MDNHAYJ {HTTP Strict Transport Security) (https://developer.mozilla.org/en—

US/docs/Web/Security/HTTP_strict_transport_security#Preloading_Strict_Transport_Security)



https://www.chromium.org/hsts
https://dxr.mozilla.org/comm-central/source/mozilla/security/manager/ssl/nsSTSPreloadList.inc
https://www.nginx.com/blog/http-strict-transport-security-hsts-and-nginx/
https://developer.mozilla.org/en-US/docs/Web/Security/HTTP_strict_transport_security#Preloading_Strict_Transport_Security

Desktop Mobile

Feature Chrome Firefox (Gecko) Internet Explorer Opera Safari

Basic support 4.0 4.0(2.0) 11[1] 12 7

Desktop Mobile

Feature Chrome for Android Firefox Mobile (Gecko) IE Mobile Opera Mobile Safari Mobile

Basic support 18 4.0(2.0) No support No support 8.4

fN3E HTTPS &%

HTTPS ERtE & REVENAINBELERZ SHA-1, XNEXRIERMESS, T2UEERERE, &
2014 FHIHE, Google EAEEFE AL Chrome HE 2R X HIE(E SHA-1 IE BT DI
T, M 2015 Fie{FER SHA-2 ZERHVIEH, FISHE Rabbit_Run

(http://www.freebuf.com/author/rabbit_run) £ 2014 EEA RN E: ((791‘|'/AGoogIe,u%-r§E7JD"‘

7ESHA-1)  (http://www.freebuf.com/news/topnews/44288.html)

AL, EREHTTPS BEH RM1ZE % SHA-1, AJLMER @I/ 22 5H2i% (D-H
Diffie—Hellman key exchange) (nttps://zh.wikipedia.org/wiki/%E8%BF%AA%ES8%8F %B2-

%E8%B5%AB%E7%88%BE%E6%9B%BC%ES%AF%86%E9%91%B0%EA4%BA%A4%E6%8F%IB) 7,

BREER /etc/ssl/certs BITATRIBAR dhparam.pem X{&:
1 openssl dhparam -out dhparam.pem 2048
SAEINN Nginx E2& :

#RFERBMRSBREE
ssl_prefer_server_ciphers on;
#{EFADH 14

ssl_dhparam /etc/ssl/certs/dhparam.pem;
ssl_protocols TLSvl TLSv1l.1 TLSv1.2;
#EXBIE

N U1 AW N R


http://www.freebuf.com/author/rabbit_run
http://www.freebuf.com/news/topnews/44288.html
https://zh.wikipedia.org/wiki/%E8%BF%AA%E8%8F%B2-%E8%B5%AB%E7%88%BE%E6%9B%BC%E5%AF%86%E9%91%B0%E4%BA%A4%E6%8F%9B

7 ssl_ciphers "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM EECDH+ECDSA+SHA284 EECDH+ECDSA+SHA256 EE

ANRARSS2R5T3ENR, FILMERERNE AT 4096 HITINE,
—MRIER PRI LA T L MBEE 2 ENm<S

#ED R TR

add_header X-Frame-Options DENY;

#25 |EARS528 B ah g SRR E B

add_header X-Content-Type-Options nosniff;

#BHXSSI
add_header X-Xss-Protection 1;

N U1 A NN P

XML EMLE Jerry Qu (https://imququ.com/) KRN E (—LEZEHZAIHTTPIEA L)

(https://imququ.com/post/web-security—and-response-header.html) B I1EAIN 43

Rt ENEEERE

1 worker_processes auto

2

3 http {

4

5 #EEEHSZEEFA), HERIBREIBERIRE

6 ssl_session_cache shared:SSL:10m;

7 #Eo & 1A (E]

8 ssl_session_timeout 10m;

9

10 server {

11 listen 443 ssl;

12 server_name www . example.com;

13

14 HIRERKER

15 keepalive_timeout 70;

16

17 #HSTSERRE

18 add_header Strict-Transport-Security "max-age=31536000; includeSubDomains; prelo:
19
20 H#IEH X
21 ssl_certificate www . example.com.crt;
22 #TWEAX
23 ssl_certificate_key www.example.com.key;
24
25 #RFARMIRSZREE
26 ssl_prefer_server_ciphers on;
27 #{EFDHX 14
28 ssl_dhparam /etc/ssl/certs/dhparam.pem;

29 ssl_protocols TLSvl TLSv1l.1 TLSv1.2;


https://imququ.com/
https://imququ.com/post/web-security-and-response-header.html

30 #EXBIE

31 ssl_ciphers "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM EECDH+ECDSA+SHA384 EECDH+ECDSA+4
32 #ID R

33 add_header X-Frame-Options DENY;

34 #22 \F RR 5528 B sh AR AT B R SE BY

35 add_header X-Content-Type-Options nosniff;

36 #BHXSSIEE

37 add _header X-Xss-Protection 1;

38 #...

HTTP/HTTPSE SRS RECE

AIAERECE HTTP A HTTPS ARS58::

1 server {

2 listen 80;

3 listen 443 ssl;

4 server_name www . example.com;

5 ssl_certificate www.example.com.crt;
6 ssl_certificate_key www.example.com.key;
7 #...

8 3

1 server {

2 listen 443,

3 server_name www . example.com;

4 ssl_certificate www.example.com.crt;
5 ssl _certificate key www.example.com.key;
6 #ssl@m<FHE https

7 ssl on;

8 #...

9

FULREIAIRE HTTP/HTTPS RARSE. T2 Ngink il T HIFS listenB# ssl &
BRVXMEIE, Nginx KA ss1 HOH R IEEIER

HEFREZZ2]R/EZFR (name-based) B HTTPS AR 28

— T ELNREMESERR— 1P it X EM N E ZH HTTPS ARSS=380AT1R, HIIES
RNLECRYIEM :


https://nginx.org/en/docs/http/ngx_http_ssl_module.html#ssl
https://nginx.org/en/docs/http/ngx_http_core_module.html#listen

server
listen 443 ssl;

;

3 server_name www.example.com;

4 ssl_certificate www.example.com.crt;
5 #.o..
6

7

8

9

3
server {
listen 443 ssl;
10 server_name www . example.org;
11 ssl_certificate www.example.org.crt;
12 #...
13 3

XAE R T AT B S IAENERIARIARSS23IEH (20 _EEBIFHY www.example.com.crt) TMZIER
MRS ERE, WEARMILUE: www.example.org, RRBEEEAKIE www.example.com.crt HY
PRNEFIR, MAE www.exaple.org.crt,

XEREN SSL XITHPAEN, SSL EZRMEMNRERLIE HTTP K ZBIMABEEIL, Nginx FAA
BRIE KRS EEETF, FEL Nginx RRRMHEGANRSSRIES.

SSL Before HTTP Request

Connection | >

Established

i.e. www.example.com Default

| > Certificate

R B RRIRB RN IEMZANET HTTPS ARS8 ECMILAY IP st

1 server {



2 listen 192.168.1.1:443 ssl;
3 server_name www . example.com;

4 ssl_certificate www.example.com.crt;
5 #...

6 2

7

8 server {

9 listen 192.168.1.2:443 ssl;
10 server_name www . example.org;

11 ssl_certificate www.example.org.crt;
12 #...

13 3

BZERAE
B2, BEAENATHASE: SEHEBMESET (SN)

HSL OpenSSL £ 0.9.8fARAHISZH; SNI 7, REBAZRRKNINERIM L --enable-tlsext ik
WFAET A, 2T 0.9.8jARAS, X MEINELZEMIMESEIAEA . MREIZE Nginx RIRHRSZ 5
SNI, AJIAFE Nginx lx M52 BRI FHFE:

1 TLS SNI support enabled

Fit, NRIRIFARRAAY Nginx EAERIAR OpenSSL FE, EAFEER HTTPS BN XIFETFH
FHELIENNMRE IP REHRIEPAILEAE)RE,

TR BMEFRRASAY Nginx fZERIZRRTSZ#FT SNI, W8 Nginx shZINE AR5 SNI B9 OpenSSL
ER9iE, SNI ¥ RIEAATH

BHEBAAKFIUAET:

An SSL certificate with several names && Server Name Indication

(http://nginx.org/en/docs/http/configuring_https_servers.html)

+
T4

VIR
OK, HAlfEe 24— T Nginx FECE HTTPS WxBES:

e 3X1S SSL it#H
o &Y OpenSSL < 3k1S example.key 1 example.csr X 14
o &fft example.csr XL E=ZHAFIERMANE, EEFEEENLELIERHEE, K

8 example.crt X4


http://nginx.org/en/docs/http/configuring_https_servers.html

e @I listen 3% SSL SR S|FH example.key 1 example.crt X452 HTTPS EtEE

o HTTPSHL

= =

o A CPU zEE
o {FFH keepalive {iEIE
o EF SSL |iESH

o {#F HSTS ZKERHATEZEA HTTPS &z
o N Strict-Transport-Security skE3{z 8

o {£F HSTS fin&Ei5I&R (HSTS Preload List)

o hN3& HTTPS &&i4
o {FFEIE-Ff/REZFAR (D-H, Diffie—Hellman key exchange) A3
o N X-Frame-Options &8, W mHinis
o N X-Content-Type—Options kEZMz 8, ZIFRSZ2EHEhiRMT?
o N X-Xss-Protection kEREE, FHXSSKiE

A

it

S

o HTTP/HTTPSESIRSEREE
o ETHRSZ]’EZM (name-based) ) HTTPS AR 22

o NE HTTPS BRSS237ECIRILAY IP ik
o JZIWIEPH
o HFAFRIR (SNI)

HIBRENTARE, NRLBEHBAIERERNE, (£ http HCGETN, —AREHEAT, TIE
BEXZER, EIENXEFXMY, B MEih , ERWERE~-AHBENRZEAMUERN

TREIEET: )




ROSIRRVIENE, AXH [LERI0E RIERR . WEH, HEREL: MOEiE

(https://aotu.io/notes/2016/08/16/nginx—https/)
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